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Map Cyber Attacks by Using Microsoft Sentinel

Challenge Overview

Understand the scenario

You are a new trainee for Hexelo, an organization that needs to train employees on how to use Microsoft
Sentinel. First, you will create a new resource group, and then you will create a Log Analytics Workspace
and add Microsoft Sentinel to the workspace. Next, you will create a new virtual machine, and then you
will connected a workspace to a virtual machine by using Remote Desktop Connection. Finally, you will
create a new workbook, and then you will visualize the attacks on a map.

Navigating the Challenge Lab
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¥ Quick tips for navigating the Challenge Lab instructions.
 Select the Copy to Clipboard icon to copy the green text.

i Select the Type Text icon to insert the green text directly into the Challenge Lab environment.

~

0 An Alert tells you that a task requires extra care.

™~

A Note provides additional helpful information for completing a task.

A Hint will guide you through a portion of the Challenge Lab.

&

A Knowledge block provides a deeper level of knowledge into a subject. It is a

great way to solidify your understanding, but it is not strictly necessary to
complete the Challenge Lab.
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Add Microsoft Sentinel to a workspace

Hints Enabled

No 0 Yes

* Signinto [_JWindows 11 as Administrator by using PasswOrd! as the password.
Q Expand this hint for guidance on logging in to a Virtual Machine (VM): A

Import a data file into Excel

Hints Enabled

No @D Yes

p 0:00/1:09

[ Select the | T| Type Text icon to enter the associated text into the virtual machine.

* Navigate to https://portal.azure.com, and then sign-in as {USERNAME} by using
{PASSWORD} as the password .
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Q Expand this hint for guidance on signing into the Azure portal. N

® Open a new browser tab, and then go to https://portal.azure.com.
® Signinas {USERNAME} by using {PASSWORD} as the password.
* |f asked to save the password, select Never.

* |f asked to Stay signed in, select No.

* Close any Welcome pages.

Azure services

+ _JQ! é& n:t:- n (@ _=- ﬁ {J' _>

Creale a Quickstart Azure Al Kubernetes Virtual App Services Storage SOL datsbases  Azure Cosmos  More services
TESOUFCE Center Services services madhines acoounts DB
Resources

Recent  Fawarite

Marme

Type Last Viewed
Mo resources have been viewed recently
| wiewall resources
Mavigate
o mmn
Subscriptions | "I Resource groups aaE  Allresources = Dashboard
Tools
EJ Microsat Lazrn Azure Manitor e \_'?L"—”'f;m"r”“"m" 9 Cost Management
. A; fr | Monitor your apps and i Analyze and optimize your
Learn &zure with free online ! ¥ Bp: Secure your apps and tyz o ¥
training fram Microsoft infrastrucure

doud spend for free
infrastructure P

@ Want to learn more? Review the documentation on signing into the Azure portal.

* (reate a new Resource group named SentinelHexelo-RG in the East US region.
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Q Expand this hint for guidance on creating a Resource group. AN

* On the Microsoft Azure home page, in Search resources, services, and docs (G+/),
search for and select | T | Resource groups.

| & Resource groups ><

All Serwices (34} Marketplace (1) ~ Maore (4]

Services SEE More

\#) Resource groups
5

* On the Resource groups page, select Create.

Home

Resource groups =
LODE-UAT-MMCA (LODSUSETMCA onmicrosoft.com)

‘? Manage view v 'f_) Refresh -

| Filter for amy field... | Subscription equals all

Showing 11to 1 of 1 records.

|:| Marme T

® On the Create a resource group page, select your Subscription, and then in Resource
group, enter | T | SentinelHexelo-RG.

* In Region, select East US, and then select Review + Create.
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Heome > Resource groups »

Create a resource group

Basics  Tags Rewview + create

Resource group - A container that holds related resources for an Azure salution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your arganization, Learn more 7

Project details

Subscription * (D | Content Dev--lod49252542 ~ |

Resource group = (0 | SentinelHexelo-RG ~/|

Resource details

Region * (O | (s East US v |

* On the Review + create tab, verify that the resource group has passed validation, and
then select Create.

Resource groups =
LaDE-UAT-MMCA (LODSUATMC A onmicrosaft.com)

7
H

Create f-f hanage view ":'_:" Refresh + Exportto C3V '““T? o]

| Filter for amy field.., Subscription eguals all Location equals

Showing 1to 2 of 2 records.

|:| [4] SentinelHexelo-RG

@ Want to learn more? Review the documentation on creating a resource group.

D A resource group is a logical container for creating your Azure resources. N

It holds all your Azure Resources. A resource group created in a specific region can contain the
resources created in other regions.

* Create a Log Analytics Workspace named SentinelHexelo-LAW in the SentinelHexelo
resource group, by using US East as the Region.
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Q Expand this hint for guidance on creating a log analytics workspace. AN

* On the Resource groups page, select SentinelHexelo-RG.

® On the SentinelHexelo-RG overview page, select Create.

(4] SentinelHexelo-RG #

Resource group

; g H =T
|/-3' Search | < = Create RE2F Manage view ~ (W]

= w  Essentials

Ohverview

B Adivity log

fo Access control (1AM)

Resources Recommendations

* On the Azure Marketplace page, in Search resources, services, and docs (G+/), search
for and select | T | Log Analytics Workspace.

|,-:' log analytics workspace # Pt

|:| Azure services only

Showing 1 to 20 of 47 results for 'log analytics workspace'. Clear search

[ 1]

Log Analytics Workspace OMS Cloud Foundry
monitoring Solution
fdicrosoft hdicrosoft

Azure Service Log Analytics

Collect, search and visualize Solution for &zure Log
machine data from on-premises Analytics[DMS5) to monitor your
and cloud Cloud Foundry

Create : Create &

® On the Log Analytics Workspace page, select Create.
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Home > Resource groups » SentinelHexelo > Marketplace »

Log Analytics Workspace =

hdicrosoft

E;ﬂ’ Log Analytics Workspace o sdd o ravorites

Microsoft | Azure Service

* 3.0 (54 ratings)

Flan
| Log Analytics Workspace R4

* On the Create Log Analytics workspace page, on the Basics tab, select your
Subscription, and then in Resource group, select SentinelHexelo-RG.

* |n Instance details, in Name, enter SentinelHexelo-LAW, and then in Region, select
US East.

Create Log Analytics workspace

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in
fzure and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your
log data is collected and stored.

Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to arganize and
manage all your resources.

Subscription * (0 | Content Dev--lodd3252542 g |
Resource group * (1) | SentinelHexelo-RG Rvs |
Create new

Instance details

Mame * (@) | SentineIHexelo—LAV\.d v |

Region * (1) | East Us s |

* Select Review + Create, verify that the log analytics workspace has passed validation,
and then select Create.

* Once deployment is complete, select Go to resource.
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- Log &nalytics workspace

.0 SentinelHexelo-LAW = ¢

| A Search

| < i Delete

Overview
B Activity log
fa Access control (AM)
@ Tags
# Diagnose and solve problems
# logs
Settings

= Tables

" Agents

O

Usage and estimated costs

= Data export

“* Metwork isolation

0 The Log Analytics agents (MMAOMS) used to collect logs frorm virtual machines and sersers will no longer be
supported from August 31, 2084, Plan to migrate to Azure Monitor Agent before this date. Learm more about

migrating to Azure Monitor Agent

 Essentials
Resource group (move)
sentinelhexelo-rg

Status
Active

Location
East US

Subscription (move)
Content Dev--lod49252542

Subscription 1D
0f2a2306-bebb-4266-b7dd-2defcedbihe?

Tags (edit)
Add tags

Workspace Marme
Workspace ID
Fricing tier

Access control mode

Operational issues
@ ok

150N View

@ Want to learn more? Review the documentation on creating a log analytics workspace.

/\ Deployment may take a few minutes. Select Refresh if the new workspace is not listed after a few

minutes.

D An Azure Log Analytics Workspace is a unique environment for log data from Azure

Monitor and other Azure services, such as Microsoft Sentinel and Microsoft Defender for

Cloud.

Each workspace has its own data repository and configuration but might combine data from

multiple services.

¢ Add Microsoft Sentinel to the SentinelHexelo-LAW workspace.

https://labondemand.com/LabProfile/Instructions/168844?instructionsSetld=267843

10/62



8/9/24, 3:23 AM 012-Sentinel: Using Microsoft Sentinel to Map Cyber Attacks [Guided]

Q Expand this hint for guidance on creating a Microsoft Sentinel. AN

* On the SentinelHexelo-LAW overview page, in Search resources, services, and docs
(G+/), search for and select | T | Microsoft Sentinel.

I 2 Microsoft Sentinel b4 I

All Services (34) Marketplace (31) ~ More (4)

Services SeE mare

5 U Microsoft Sentingl

‘} Microsoft Entra D
L

* On the Microsoft Sentinel home page, select Create Microsoft Sentinel.

® On the Add Microsoft Sentinel to a workspace page, in Workspace, select
SentinelHexelo-LAW, and then select Add.
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Add Microsoft Sentinel to a workspace

Create a new workspace 'f_:‘ Refresh

ﬁ Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for

| Filter by name... |

Workspace Ty Location T4 Resq

# SentinelHexelo-LAW eastus sent

* On the Microsoft Sentinel free trial activated dialog, select OK.

& Microsoft Sentinel | News & guides X
Selected workspace: ‘sentinelhexelo-lan’

|,'9 Search | < Do
General i 5 . £

Microsoft Sentinel free trial activated
@ Overview The free trial is active on this workspace from 6/5/2024 to 7/6/2024 at 11:5%:59 PM UTC,

During the trial, up to 10 GB/day are free for both Microsoft Sentinel and Log Analytics. Data beyond the Learn
# logs 10 GB/day induded quantity will be billed. more.
@ MNews & guides oK

@ Want to learn more? Review the documentation on creating a Microsoft Sentinel instance.

D Microsoft Sentinel is a scalable, cloud-native Security Information and Event Management A
(SIEM) system.

It provides an intelligent and comprehensive solution for SIEM and Security Orchestration,
Automation, and Response (SOAR).

Check your work
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Create and connect a new virtual machine

Hints Enabled

No 0 Yes

* Create a virtual machine by using the following table:

Setting

Resource group

Virtual machine name

Region

Availability options

Security type

Image

Size

Username

Password/Confirm password

Licensing

NIC network security group

Value

SentinelHexelo-RG

SentinelHexelo-VM

East US

No infrastructure redundancy required
Standard

Windows 11 Pro, version 22H2 - x64 Gen2
Standard_E2s_v3, 16 GiB memory
SentinelHexeloAdmin

SentinelPasswOrd!

Enabled

Advanced
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Q Expand this hint for guidance on creating a virtual machine.

* On the Microsoft Sentinel | News & guides page, select the hamburger menu in the
upper left, and then select Virtual machines.

Bl S0l databases
T Azure Cosmos DB

KB virtual machines

_ Virtual machines
<7 Load balancers

== Storage accounts

Create ~ @' View
“% irtual networks

TTTITTALE S WWTLIT BT 11T NIIU\'\'IEUHE =1L

® On the Virtual machines home page, select Create, and then select Azure virtual
machine.

Haome :

Virtual machines =
LODE-UAT-MMCA (LODSUATRCA onmicrosoft.com)

Azure virtual machine

Create awirtual machine hosted by Szure

configuration

Create a wirtual machine with presets based on
wourworkloads

[0 | More ¥Ms and related solutions

' Discower and deploy full workloads and Azure
products for your business needs

® On the Create a virtual machine page, on the Basics tab, select your subscription, and
then in Resource group, select SentinelHexelo-RG.

® In Virtual machine name, enter | T | SentinelHexelo-VM, and then in Region, select East
uUs.

* In Availability options, select No infrastructure redundancy required.
® In Security type, select Standard.

* InImage, select Windows 11 Pro, version 22H2 - x64 Gen2.
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Create a virtual machine

Basics  Dizks Networking Management  Monitoring Advanced  Tags Rewiews + create

Create avirtual machine that runs Linux or Windows, Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a wirtual machine with default parameters or review each
tab for full customization, Learn more o

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources,

Instance details

Subscription * (0 | Content Dev--lod43258557 ~ |
Resource group * (0 | SentinelHexelo-RG ~ |
Create new

Wirtual machine name * (5 | SentinelHexelo-wi v

Region * @ | (US) East US v |
Ayailability options (& | Ma infrastructure redundancy required bV |
Security type (O | Standard w |
Image * (&) | = Windows 11 Pro, version 22H2 - x84 Gen2 ~ |

See all images | Conf

ire WM generation

* In Size, select See all sizes, and then search for and select Standard_D2s_v3 - 2
vcpus, 8 GiB memory.

Run with Azure Spot discount (O D
Size * @ Standard E2s w3 - 2 wopus, 16 GiB memory (591,98 /maonth) L
See all sizes

® |n Username, enter SentinelHexeloAdmin, and then in Password and Confirm
password, enter | T | SentinelPasswOrd!.

* In Licensing, enable the / confirm I have an eligible Windows 10/11 license with multi-
tenant hosting rights checkbox, and then select Next:Disks>.

https://labondemand.com/LabProfile/Instructions/168844?instructionsSetld=267843

16/62



8/9/24, 3:23 AM 012-Sentinel: Using Microsoft Sentinel to Map Cyber Attacks [Guided]

Administrator account

Username * (0 | SentinelHexeloAdmin |

Password *

smsssEsEEmsEEEEEs o

Confirm password *

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Metworking tab.

Public inbound ports * (0 Q MNone
(®) Allow selected ports

Select inbound ports * | RoP (@338 v

o Al traffic from the internet will be blocked by default, You will be able to
change inbound port rules in the Wi > Metworking page.

Licensing

*

| confirm | have an eligible Windows 10/11 license with multi-tenant
hosting rights.

Review multi-tenant hosting rights for Windows 10411 compliance o

® On the Disks tab, review the default settings, and then select Next: Networking>.
@ Want to learn more? Review the documentation on creating a virtual machine.
D Azure Virtual Machines (VMs) are powerful and flexible cloud computing resources offered A

by Microsoft Azure.

They allow users to create and manage virtual machines in the Azure cloud, providing scalability,
reliability, and security without the burden of managing physical infrastructure. Whether for
development and testing, running applications in the cloud, or extending your datacenter, Azure
VMs offer flexibility and efficiency for various workloads.>

® Create a Network security group named SentinelHack-DANGER, by using an Inbound rule
with a Priority of 100, and the following port ranges: *
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Q Expand this hint for guidance on creating an inbound rule. AN

* On the Networking tab, in Network interface, in NIC network security group, select
Advanced.

* In Configure network security group, select Create new.

TTEare TEw
MIC network security group (O &D Mane
() Basic
()

5 Advanced

Configure network security group * | (new) SentinelHexelo-VM-nsg e

Create new

® On the Create network security group page, in Inbound rules, select the Recycle icon
to delete the current Inbound rule.

* In Inbound rules, select Add an inbound rule, and then on the Add inbound security
rule blade, in Destination port ranges, enter | T | *.

® In Priority, enter 100.
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& Add inbound security rule X

ZentinelHexela-Whi-nsg

Source (3

|Anj,r v|

Source pott ranges = (3

! |

Destination (&)

| Aty R |
Service (0
| Custom L |

Destination port ranges * (3

> 7]

Protocol
(®) any

() Tcp

@R
() 1cMmp

Action
@} Ao

(:) Derny

Priority = (i)
| 100 W

® In Name, enter | T | SentinelHack-DANGER, and then select Add.
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Mame =

Create network security group

sentinelHexelo-v¥M-nsg

Inbound rules &)

100 SentinelHack
Ay
Custom (AmyfAny)

+ Add an inbound rule

® On the Create network security group, select OK, select Review + create, and then

select Create.

Properties  Monitoring Capahilities (8) Recommendations Tuterials

KX Virtual machine

Computer name SentinelHexelo-

Operating system Windows (Windows 11 Proy
WM generation w2

WM architecture x64

Agent status Ready

Agent version 274174911121

Hibernation Disabled

Host group

Host

Proximity placement

group

Colocation status MFA
Capacity reservation

group

Disk controller type sCsl

B Availability + scaling
Availability zone (edity
Availability set

Scale Set

f& MNetworking
Public IP address

Public IP address (IPvE)

Private IP address

20.185.222.160 { Metwork sentinelhexelo-
interface vim143

10.0.0.4

Frivate IP address (IPvE) -

wirtual netwark/subnet

DMS name

B3 size
Size
vCPUs

RAM

ﬂ Source image details
Source image publisher
Source image offer

Source image plan

€ Disk

05 disk

SentinelHexelo-¥M-vnet/default

Configure

Standard E25 w3
2
16 GiB

microsoftwindowsdesktop
windows-11

win11-22h2-pro

SentinelHexelo-
WM_OsDisk 1 f2c7a7570bd34d21a72aa522a8ef2f0c

)

@ Want to learn more? Review the documentation on creating an inbound rule.

D Microsoft Sentinel inbound rules, also known as analytics rules, are designed to help
security teams discover threats and anomalous behaviors across their digital environment.

These rules search for specific events or sets of events, alerting the team when certain event
thresholds or conditions are met. They generate incidents for the Security Operations Center

(SOC) to triage and investigate, and respond to threats with automated tracking and remediation

processes. Users can create custom analytics rules from scratch or customize templates provided
in the Content hub to fit their specific scenarios. This ensures full security coverage for the

environment.
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* By using the SentinelHexelo-LAW workspace, enable the Servers Microsoft Defender plan, turn
on Servers, and then set Data collection to collect all events.
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Q Expand this hint for guidance on enabling Microsoft Defender. 2

* In Search resources, services, and docs (G+/), search for and select | T | Microsoft
Defender for Cloud.

2 defender

All Services (3) Marketplace (31}

Services

- B Microsoft Defender EASM

f.' Microsoft Defender for Cloud

' Microsoft Defender for loT

Marketplace

* On the Microsoft Defender for Cloud | Overview page, select Azure subscriptions.

W Subscriptions [ What's new

o One subscription doesn hawve the default policy assigned, 7

1 “0

Azure subscriptions Assessed resources

* On the Environment settings page, expand the subscription, and then select the
SentinelHexelo-LAW workspace.

Marne T4

w2y AZure

b Azure subscription 1
i SentinelHexelo-Law

* On the SentinelHexelo-LAW Settings | Defender plans page, in Select Defender plan,
set the Servers plan to On, and then select Save..
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¥ Microsoft Defender plans will apply to: 0 Azure and 0 non-Azure resources reporting to this workspace
. Select Defender plan Enable all plans
Plan Pricing™ Resource quantity Plan
@ Foundational CSPM Free
u Servers §15/5erver/Month O 0 servers ( off -
B saL servers on machines §15/5erver/Month $0.015/Care/Hour 0 servers off on
o .
® |n Settings, select Data collection, select All Events, and then select Save.
s Settings | Data collection
" SentinelHexelo-LaW
|/'" Search ‘ X &
s Store additional raw data - Windows security events
7 Defender plans To help audit, investigate, and analyze threats, you can collect raw events, logs, and additional security data and save it to your Log Analytics workspace,
< Data collection Select the level of data to store for this workspace. Charges will apply for all settings other than "None*,

Learn mare

(Al Events )

Al Windows security and AppLocker events.

( Common )

A standard set of events for auditing purposes,
( Minimal )
A small set of events that might indicate potential threats, By enabling this option, you won't be able to have a full audit trail,

Mo security or AppLocker events,

@ Want to learn more? Review the documentation on enabling Microsoft Defender.

D Microsoft Defender for Cloud is a cloud-native application protection platform (CNAPP)
that provides robust security measures to protect cloud-based applications from various

cyber threats and vulnerabilities.

It combines the capabilities of a development security operations (DevSecOps) solution, a cloud

N\

security posture management (CSPM) solution, and a cloud workload protection platform (CWPP).

This platform helps incorporate good security practices early during the software development

process, allowing you to protect your code management environments and your code pipelines. It
also provides insights into your development environment security posture from a single location.

® Connect the SentinelHexelo-LAW workspace to the SentinelHexelo-VM virtual machine.
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Q Expand this hint for guidance on connecting a log analytics workspace to a virtual N
machine.

® On the Azure Marketplace page, in Search resources, services, and docs (G+/), search
for and select Log Analytics Workspace.

® Select the SentinelHexelo-LAW, expand Classic, and then select Virtual machines.

A2 Search

£ Logs
> Settings
w Classic

= Legacy agents
™ management

= Legacy activity log
connector

Legacy storage account
logs

'-. Legacy computer
groups

s Legacy solutions
System center

Workspace summary
{deprecated)

- Service map
{deprecated)

Yirtual machines
o {deprecated)

* On the SentinelHexelo-LAW | Virtual machines page, select SentinelHexelo-VM, and
then on the SentinelHexelo-VM page, select Connect.
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SentinelHexelo-VM

Wirtual machine

ﬂ Connecting..

Status

Connecting

@ Want to learn more? Review the documentation on connecting a log analytics workspace to a

virtual machine.

D Connecting a Log Analytics workspace to a virtual machine in Microsoft Sentinel involves N
installing the Log Analytics agent on the machine that will be generating the logs.

From the Log Analytics workspace navigation menu, you select Virtual machines. In the Virtual
machines blade, you select a virtual machine to install the agent on, and then select Connect. You
repeat this step for each VM you wish to connect. This process allows the Log Analytics agent to
collect data in text files of nonstandard formats from both Windows and Linux computers, and
these logs can then be analyzed and monitored in Microsoft Sentinel.

® | ocate the SentinelHexelo-VM Public IP address, and then enter it in the following textbox:

SentinelHexelo-VM Public IP address

D The following image shows the VM Overview page with the Public IP address selected.

K2 SentinelHexelo-VM = «

Wirtual rmachine

|/"J Search | o < & conned

K3 Overview
~ Essentials

& Adivity log

Resource group (move)
Ao, Access control (JAM) SentinelHexelo-RG
¢ Tags Status

Running
'l i
#. Diagnose and solve problems -
5 Conned East Us

" Subscription {move)

> Networking Azure subscription 1
» Settings Subscription I

99haflel-Tca2-4d2h-a1d7-68cedd3daa0f

> Availability + scale

' Restart D Stop

(Z:E‘; Capture v I Delete '1" Refresh ==

Operating system
Windows (Windows 10 Proy

Size
Standard D2s w3 (2 vcpus, 8 GiB mernory)

Public IP address
52.188.16.208

Wirtual network/subnet
SentinelHexelo-¥M-viet/default

DMS name
Mot configured

Health state

JSOM View
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Connect to the Remote Desktop

Hints Enabled

No 0 Yes

* Open the SentinelHexelo-VM by using Remote Desktop Connection.
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Q Expand this hint for guidance on connecting to a virtual machine by using Remote

Desktop Connection.

¢ Onthe |;| Windows 11 desktop, select the Search icon, and then enter Remote

Desktop Connection.

£ Remate Desktop Connection

All Apps Documents Web More

Best match

I * Remote Desktop Connection
| App

Settings

p. RemoteApp and Desktop
* Connections

Remote Desktop Connection

App

%

® On the Remote Desktop Connection dialog, in Computer, enter SentinelHexelo-VM IP
address, in Username, enter | T | SentinelHexeloAdmin, and then select Connect.

B Rernote Desktop Connection =

| Remote Desktop
») Connection

General Display  Local Fesources  Experience  Advanced

Logon sethings
F L Enter the name of the remote computer.

|

Camputer: [52.183.16.209

|lzer name: SentinelHexeladdmin

[ &llow me to save credentials

Connection settings

| zaved connechian,

Save Save bs...

= Hide Options

Y'ou will be azked for credentialz when you connect.

Save the curmrent connection zettings to an RDP file or open a

Open...

Help

pot
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* On the Enter your credentials dialog, select More choices, and then select Use a

different account.

® In Username, enter | T | WrongUser, in Password, enter | T | Wrongpassword, and then

select OK.

& Rernote Desktop Connection =

| Remote Desktop
"> Connection

General  Digplay  Local Besouwrces  Experience  Advanced

Logon settings
K L Enter the name of the remate computer.

|

Computer. | 52.185.16.209

|lzer name: SentinglHexeloddmin

|| Allowy me to zave credentials

Connection setlings

zaved connection.

Save Save bz

{< | Hide Options

You will be asked for credentialz when you connect.

Save the curment connection settings to an RDP file or open a

Open...

Help

* On the Enter your credentials dialog, enter | T | Password, and then select OK.
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4 ; X
== Windows Security

Your credentials did not work

The credentials that were used to connect to 52.188.16.209 did
not work. Please enter new credentials.

SentinelHexeloAdmin
Passworc

| | Remember me

The logon attempt failed

More choices

@ Want to learn more? Review the documentation on using Remote Desktop Connection
A The logon attempt should fail.

[ Remote Desktop Connection is a feature on Windows devices that allows a user to remotely A
control another computer.

It works by transmitting the screen, mouse, and keyboard inputs from one device to another,
enabling users to access their desktop, open and edit files, and use applications as if they were
physically at the remote computer. During a remote session, the remote computer gets logged
out, and all control is given to the client device. This is particularly useful for tech support
specialists who frequently employ remote desktop connectivity to troubleshoot live fixes on a
client's machine.

® Login to SentinelHexelo-VM by using Intruder as the username and | T | X1X2X3X4, as the
password.

* |login to SentinelHexelo-VM by using Attacker as the username and ABCD1234, as the
password.

® Login to SentinelHexelo-VM by using SentinelHexeloAdmin as the username and
SentinelPasswOrd!, as the password.
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Q Expand this hint for guidance on logging in to a virtual machine.

® In Username, enter | T | SentinelHexeloAdmin, in Password, enter | T | SentinelPasswOrd!,

and then select OK.

® On the The identity of the remote computer cannot be verified. Do you want to connect

anyway? dialog, select Yes.

. =
&5 Rernote Desktop Connection >

{ _!.q: The identity of the remote computer cannot be verified. Do
h you want to connect anyway?

The remate computer could not be authenticated due to problems with itz
gecurity certificate. |t may be unzafe to proceed,

Certificate name

=] Mame it the certificate from the remote computer:
SentinelHexelo-

Certificate erors

The following errors were encountered while validating the remaote
computer's certificate:

1 The certificate iz not from a trusted certifving autharity,

Do you want to connect despite these certificate ermarg?

[ ] Don't ask me again for connections ta this computer

Yiew certificate... Y'es [ Mo

- de [ : Connect Help

P I B S

® Dismiss any popup screens, and then minimize the SentinelHexelo-VM Remote

Desktop window.
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Choose privacy settings for your device

Microsoft puts you in control of your privacy. Choose your settings,

Location
You won't be able to get location-based experiences like directions and
weather or enjoy other s es that require your location to work.

@D o

Diagnostic data

Send only info about your device, its settings and capabilities, and whether
it is performing properly. Diagnosti ed to help keep Windows
secure and up to date, troubleshoot problems, and make product
improvements.

@ Send Required diagnostic data
Tailored experiences

The tips, ads, and recommendations you see will be more generic and may
be less relevant to you.

@ No

Select ‘Learn more’ for info on the above settings, how Microsoft Defender
SmartScreen works, and the related data transfers and uses.

, then select ‘Accept’ to save them. You can change these settings at any
time.

Find my device
Windows won't be able to help you keep track of your device if you lose it.

@ Na

Inking & typing
Don't use my diagnostic data to help improve the language recognition
and suggestion capabilities of apps and services running on Windows.

@ No

Advertising ID

The number of ads you see won't change, but they may be less relevant to
YOu.

A

Learn more Accept

@ Want to learn more? Review the documentation on logging in to a virtual machine by using

N

Remote Desktop Connection.

https://labondemand.com/LabProfile/Instructions/168844?instructionsSetld=267843

Capturing login values in an event log involves tracking specific events related to user

These events are logged with different logon types, such as interactive (type 2), network (type 3),
batch (type 4), and service (type 5). Each logon type represents a different method of user
authentication. For instance, an event with logon type 2 occurs when a user logs on to a computer
locally, while logon type 3 is used when a user or computer logs on to a computer from the

Disable Windows Defender Firewall for the Domain Profile, Private Profile, and the Public
Profile on the SentinelHexelo-VM virtual machine
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Q Expand this hint for guidance on disabling Windows Defender firewall.

* On the SentinelHexelo-VM desktop, select the Search icon, and then enter

wf.msc.

® On the Windows Defender Firewall with Advanced Security page, in Overview, select

Windows Defender Firewall Properties.

i Windows Defender Firewall with Advanced Security on Local Computer

Owverview

Domain Profile

'@ Windows Defender Firewall is on.

G Inbound connections that do not match a rule are blocked.

Private Profile
'@ Windows Defender Firewall is on.
@ Inbound connections that do not match a rule are blocked.

Public Profile is Active
'@ Windows Defender Firewall is on.
Q Inbound connections that do not match a rule are blocked.

@ Windows Defender Firewall Properties

@' Outbound connections that do not match a nule are allowed.

'3@' Outbound connections that do not match a rule are allowed.

@' Outbound connections that do not match a nule are allowed.

* On the Windows Defender Firewall dialog, on the Domain Profile tab, in Firewall state,

select Off.

domain.
State
Firewall state:

Protected network connections:

Windows Defender Firewall with Advanced Security on Local Com... X

Domain Profile  Private Profile  Public Profile  1Peec Settings

Specify behavior for when a computer is connected to its corporate

Outbound connections: Allow {default)

Customize...

® On the Private Profile tab, in Firewall state, select Off.

® On the Public Profile tab, in Firewall state, select Off, select Apply, and then select OK.
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I’\\E]verview -

Domain Profile

"’__J' Windows Defender Firewall is off.

Private Profile
!;? Windows Defender Firewall iz off.

Public Profile 1s Active
it;ﬁ’ Windows Defender Firewall is off.

|E?] Windows Defender Firewall Properties

@ Want to learn more? Review the documentation on disabling Windows Defender firewall.

D Windows Defender Firewall is a built-in security feature in all Windows computers that helps A
protect your device by filtering network traffic.

It permits or denies programs on a computer from accessing network or Internet resources, and
allows or blocks connections to and from other computers on a network. The firewall can be
configured based on several criteria, including source and destination IP address, IP protocol, or
source and destination port number. It also works with Network Location Awareness to apply
security settings appropriate to the types of networks to which the device is connected. Thus,
Windows Defender Firewall provides an additional layer of defense to the defense-in-depth
model, increasing manageability and decreasing the likelihood of a successful attack.

* Copy the GitHub Custom_Security Log_Exporter.
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Q Expand this hint for guidance on using the Custom_Security_Log_Exporter.

* In Edge, open a new tab, and then enter
https://github.com/joshmadakor1/Sentinel-
Lab/blob/main/Custom_Security_Log_Exporter.ps1.

| Code

PRt ST T

# Jjoshmadakor1 Update Custom_Security_Log_Exporter.ps1

Sentinel-Lab / Custom_Security_Log_Exporter.ps1 =

338d9¢6- 3yearsago YY) History

‘ Blame 138 lines (114 loc) - 8.42 KB Rw (@ & 2~ @

# Get APT key from here: https://ipgeclocation.io/
SAPI_KEY = "d468@b4efdef42039826F5155641a457"
SLOGFILE_NAME = "failed_rdp.log"

SLOGFILE_PATH = "C:\ProgramData\5(SLOGFILE_MAME)"

# This filter will be used to filter failed RDP events from Windows Event Viewer
$XMLFilter = @
<QuerylList>

<Query Id="8" Path="Security">

<5elect Path="Security">
“[System[ (EventID='45625'}]]
</Select>
</Query>
</Querylist>

nalytics workspace. If you

reason —_-.

il to extract certain fields for

fake records on our map by filtering out all logs with

We can avoid including t

a destination host of "samplehost”

® In the Github Code Window, select the Copy Raw file icon.

@ Want to learn more? Review the documentation on using the Custom_Security_Log_Exporter.

D The Custom_Security_Log_Exporter is a PowerShell script used in Microsoft Sentinel for
parsing out Windows Event Log information related to failed Remote Desktop Protocol

(RDP) attacks.

It uses a third-party API to collect geographic information about the attacker's location. The script

filters failed RDP events from the Windows Event Viewer and writes them to a log file. It also

creates sample log files to train the Extract feature in the Log Analytics workspace. This allows for
the visualization of live attacks from around the world, including the geolocation information of

the attackers.

* Sign up for a free ipgeolocation account, and then copy the ipgeolocation API.
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Q Expand this hint for guidance on using ipgeolocation. AN

* In Edge, open a new tab, and then enter https://ipgeolocation.io.

5 https://ipgeclocationdo

&)

ipgeolocation

® Select Sign up, enter the User name, Email, and Password of your choosing, verify the
reCAPTCHA, and then select Sign Up.

® Once you are logged in, select Dashboard.

ipgeolocation

® On the Developer|API Subscription page, locate the API Keys.
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ApiKeys

P 9e0c2446.- Q i g

@ Want to learn more? Review the documentation on using ipgeolocation.

D IP Geolocation is a technique used to estimate the geographic location of an internet- N
connected device using its IP address.

This method doesn't provide exact location details, but it can give a general idea of the city, state,
or country where the device is located. The process involves databases that map IP addresses to
geographical locations, which are maintained by various organizations. These databases are
updated regularly to accommodate changes in IP allocations. It's important to note that due to
factors like VPN usage and mobile connections, IP geolocation may not always be accurate.

* Replace the Custom_Security_Log_Exporter.ps1 API key with the ipgeolocation API key by using
Windows Powershell ISE, and then save the PowerShell script as | T | Failed RDP.
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® On the SentinelHexelo-VM desktop, select the Search icon, and then enter
Powershell ISE.

o Apps Documents Weh Seti

Best match

Windows PowerShell
=" App

Apps

E¥ windows PowerShell ISE

EN Windows PowerShell (x86) b

* |n the Powershell console, select File|New.

g Administrator: Windows PowerShell ISE
File | Edit View Tools Debug Add-ons Help

| Mew Ctrl+MN || . E ]
Open... Ctrl+0 ‘
Save Cirl+3 L

® Select the Sentinel-Lab/Custom_Security_Log_Exporter.ps1 tab, copy the script to the
clipboard, and then return to the Powershell console and select Paste.

117
118
119
120
121
122
123
i24
125
126
127
128
129
130
131
132

134
135
137
138

133 |

136 |

g Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
el #éz8axs|9c pEle 8lFoos.

[ Untitled1.pst® X |

# Pull Data from the API response, and store them in variables
$responseData = Sresponse.Content | ConvertFrom-Json
$latitude = SresponseData.latitude

$longitude = $responseData.longitude

§state_prov = SresponseData.state_prov

if ($state prov -eq "") { $state prov = "null" }

$country = SresponseData. country_name

if ($country -eq "") {$country -eq "null”}

# Write all gathered data to the custom Tog file. It will Took something Tike this:
#
"latitude:§(%1atitude),longitude:$($Tongitude) ,destinationhost:$($destinationHost),username: $(Susername) ,sourceh
Write-Host -BackgroundColor Black -ForegroundColor Magenta "latitude:$($latitude),longitude:$(3longitude),destin
= else {
# Entry already exists in custom log Tile. Do nothing, optionally, remove the # from the Tine below for output
# Write-Host "Event already exists in the custom log. Skipping.” -ForegroundColor Gray -BackgroundColor Black
i
¥
£

&

® Select the ipgeolocation tab, copy the Api Keys, and then in the Powershell console,
locate the $API_KEY on line 2, and overwrite it with the copied ipgeolocation API key.
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| Untitled1.ps1* X [
=z -~ —— Y 2 L Thg T C T e Ty
I 2 SAPI_KEY = "Oelc2s *635ed]’ I
2 AN et B -G =Y. B W 2
4  SLOGFILE_PATH = "C:%ProgramData’\$($LOGFILE_MAME)"
5
I # This filter will be used to filter failed RDP events from Windows Ewvent Viewer
7 ESMLFiTter = @°
8 aQueryLists
] <Query Id="0" Path="S5Security”>
10 <Select Path="Security”=
13 =[System[(EventID="4625")11]
12 </Select=
13 </Querys
4.4 Csesed 1t

® Select the Run icon, and then save the Powershell script to your Desktop as Failed
RDP.

LastWri 1me Length Name

7/5/2024 7:46 PM 0 failed_rdp.log

@ Want to learn more? Review the documentation on editing Powershell scripts.

D Editing PowerShell scripts involves modifying the text files that contain PowerShell N
commands and logic.

These scripts, typically witha [ .psl extension, can be opened and edited in any text editor,
but specialized editors like Visual Studio Code or PowerShell ISE provide syntax highlighting and
other features that make the process easier. Changes to the script are saved in the file, and the
updated script can be run in the PowerShell command line interface to execute the modified
commands. It's important to test your scripts after editing to ensure they still function as
expected. Always remember to follow best practices for scripting to maintain readability and
functionality.

® By using the Event Viewer, search for Audit failures with an Event ID of | T | 4625.
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Q Expand this hint for guidance on using the Event viewer. AN

® On the SentinelHexelo-VM desktop, select the Search icon, and then enter | T | Event
Viewer.

All Apps Documents Web More

Best match

Event Viewer
System

| =]
Search the web

Event Viewer - See more search results
Event Viewer

event viewer logs

event viewer windows 11

event viewer windows 10

event viewer.exe

event viewer app

event viewer cmd

event viewer event id 4672

event viewer software

D
D
D
D
D
D
D
D
D
L
D

event viewer server
Ask Copilot

=y

=) event viewer windows 11 - Ask Copilot

2 Event Viewer]

* On the Event Viewer page, in Event Viewer, in Windows logs, select Security.
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8] Event Viewer B O x
File Action View Help
«=| &5
Event Viewer (Local) Security MNumber of events: 1,211 (!) New events available
5 [ Custom Views =
v [ Windows Logs Keywor... Date and Time Source Event|D TaskCa. | | Security =0 i
= ki @, Audi... 7/5/2024 4:26:07 PM Micros... 4688 Proces.. = Open Saved Log..,
'QQAudi... 7/5/2024 4:26:06 PM Micros... 4688 Proces.. ¥ Create Custom View...
3 Gt '@\Audi... 7/5/2024 4:26:01 PM Micros... 4688 Proces... 7
= ’ : 3 Import Custom View...
& System éJ%Audl . 7/3/2024 425:34 PM Micros... 4688 Proces...
5] Forwarded Events @ Audi.. 7/5/2024 4:25:39 PM Micros... 4528 Proces.. Clear Log...
O Applications and Services Lo| | €| audi.. 7/5/2024 425:28 PM Micros... 4588 Proces... ¥ Filter Current Log...
[z Subscriptions @, Audi.. 7/5/20244:25:26 PM Micros... 4683 Proces.. e
@, Audi.. 7/5/2024 425:23 PM Micros... 4688 Proces... 8 Find
2, Audi.. 7/5/20244:25:23 PM Micros... 2688 Proces.. P
@, Audi.. 7/5/2024 4:25:10 PM Micros... 4588 Proces... I SaveAll Bvents As.
@, Audi.. 7/5/2024 4:25:02 PM Micros... 4683 Proces... - Attach a Task To this Log...
& : :
View »
Event 4688, Microsoft Windows security auditing. X
|G Refresh
General
Details ﬂ Help N
"~
A new process has been created. Event 4688, Microsoft Windows security... &
Creator Subiect: Event Properties
M @ Attach Task To This Event...
< >
< 3 5z Copy | I

® In the Security pane, search for Audit failures with an Event ID of | T [4625.

Mumber of events: 1,217 (I} Mew events available

Keywor... Date and Time Source Event IO} Task Ca.. ™
'%Audi... &/7/2024 2:23:58 PM Micros... 4624 Logon
'ahhudi... 7/5/2024 2:18:35 PM Micros... 4624  Logon
@kﬁkudi... B/7/2024 2:25:12 PM Micros.. 4624 Logon
7572024 4:17:35 PM Micros... Logon
T/5/2024 4:16:53 PM Micros . Logon
f2024 4:18:01 PM
7/5/2024 41739 icros... - Lng-:rr.'lu
Qﬁkudi... /5/2024 4:18:21 PM Micros.., 4634  Logoff
'%Audi... &/7/2024 2:25:26 PM Micros... 4647  Logoff
'@hhudi... 7/5/2024 4:19:23 PM Micros... 4648 Logon
'Rﬁkudi... 77502024 216:43 PM Micros.. 4642 Logon -
| e R Sirgmnma i dc ac ma e aran_
@ Want to learn more? Review the documentation on using the Event viewer.
D The Event Viewer is a Microsoft Windows tool that provides a detailed log of system, N

security, and application events on your computer.

It collects data from Windows logs and categorizes them into different types such as Information,
Warning, Error, Success Audit, and Failure Audit. This tool is particularly useful for troubleshooting
hardware and software issues, as it records significant occurrences in the operating system and
other programs. By analyzing the logs in the Event Viewer, users or administrators can identify
patterns that may indicate potential problems. However, interpreting the data requires some
technical knowledge and understanding of Windows processes.
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* Using Event properties, locate the source network address of an attacker.

Q Expand this hint for guidance on locating the Source Network Address by using Event A

properties.

® Select any of the logs with an Event ID of 4625, and then double-click the log name.

4] Event Properties - Event 4625, Microsoft Windows security auditing,

General Details

An account failed to log on. A

Subject:
Security D MULL SID
Account Name: -
Account Domain: -

Logon ID: Ox0 w
Leg Name: Security
Source: Microsoft Windows security  Logged: T/5/2024 4:17:35 PM
Event ID: 4625 Task Category: Logon
Level: Information Keywords: Audit Failure
User: MN/A Computer: SentinelHexelo-
OpCode: Info

More Information:  Event Leg Online Help

Copy Close

* On the Event Properties page, scroll down, and then in Network Information, locate
the Source Network Address.

General  Details

Metwork Information:

Log Mame: Security
Source: Microsoft Windows security  Logged: /52024 417:35 PM

Caller Process Mame; - A

@ Want to learn more? Review the documentation on locating the Source Network Address by using

Event properties.
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D Locating the Source Network Address by using Event Properties involves navigating N
through the Windows Event Viewer.

When a network-related event occurs, it's logged in the Event Viewer with details including the
Source Network Address. To find this, you open the Event Viewer, go to the relevant log (like
‘Security'), and find the event of interest. Upon selecting the event, the 'Event Properties' window
will open, displaying detailed information about the event, including the 'Source Network
Address'. This address indicates the origin of the network traffic related to the event, which can be
crucial for network troubleshooting and security investigations.

* Use a command prompt to PING the SentinelHexelo-VM virtual machine.
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Q Expand this hint for guidance on using the PING command. AN

e Onthe [_]Windows 11 desktop, select the Search icon, and then enter Command
Prompt.

2 Command prom pﬂ

& m Apps Documents Web Settings Folders Photos 1 ﬁ
Best match
I n Command Prompt -
App
Settings Command Prompt
App
§= Manage app execution aliases >

* In the Command Prompt console, enter ping, followed by the SentinelHexelo-VM
Public IP address, followed by -t, and then select Enter.
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BN Adrministrator: Cornmand Prompt - ping 20.231.85.22 -t

5,403 ]
. reserved.

ging 28.]
From 2
From 2
From |
From |
From |
From |
From |
From |
From |
From |
From |
From |
From |
From |
From |
From |
From |
From |
From |
From |
From |
From |
From |
From |

L B e R e B e B o
[ AR

L B e R e B e B o
oo CoO o 1 2O 2o

L% B e B e o
1 B )

e

@ Want to learn more? Review the documentation on using the PING command.

D The PING command is a network diagnostic tool used to test the reachability of a host on N
an Internet Protocol (IP) network.

It operates by sending Internet Control Message Protocol (ICMP) Echo Request messages to the
target host and waiting for an Echo Reply. The time taken for these messages to be sent and
received is measured and reported, providing valuable information about network latency and
packet loss. This command is widely used for troubleshooting network connectivity issues. It's
important to note that some hosts may not respond to ICMP Echo Requests due to firewall
settings or other security measures.

Check your work
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Visualize the attacks on a map.

Hints Enabled

No 0 Yes

* By using the Failed_RDP.log, create a new custom MMA-based log named Failed-RDP.txt.
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Q Expand this hint for guidance on creating a new custom MMA-based log.

* In the SentinelHexelo-VM virtual machine, open the Failed_RDP.log log file, select all

of the records, and then select Ctrl+A.

E failed_
File Edit
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:
latitude:

rdp - Notepad

View

32.71574,longitude:
32.71574,1longitude:
36.28882,longitude:
36.28882,longitude:
36.28882,longitude:
36.28882,longitude:
36.28882,longitude:
36.28882,longitude:
36.28882,longitude:
36.28882,longitude:
36.28882, longitude:
36.28882,longitude:
36.28882,longitude:
36.28882,longitude:
36.28882, longitude:
36.28882,longitude:
36.28882,longitude:
36.28882,longitude:
36.28882, longitude:
36.28882,longitude:
36.28882,longitude:
36.28882,longitude:
36.28882, longitude:
36.28882,longitude:
36.28882,longitude:
36.28882,longitude:
36.28882,longitude:
36.28882,longitude:

-117.16108,destinationhost:SentinelHexelo-,username:lronglser, sourcehost:168.245.203.242 ,state:California, co
-117.16108,destinationhost: SentinelHexelo-,username: SentinelHexeloAdmin, sourcehost:168.245.203.242,state:Cali

49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:
49,9976@,destinationhost:
49.9976@,destinationhost:
49.9976@,destinationhost:

SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:

SentinelHexelo-,username

SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:
SentinelHexelo-,username:

:2

7]

12
raccounts,sourcehost:2.187.

:2

T2

User,sourcehost:2.187.123.
User,sourcehost:2.187.123.
User,sourcehost:2.187.123.
User,sourcehost:2.187.123.
User,sourcehost:2.187.123.
User,sourcehost:2.187.123.
User,sourcehost:2.187.123.
User,sourcehost:2.187.123.
accounts,sourcehost:2.187.
accounts,sourcehost:2.187.
accounts,sourcehost:2.187.
accounts, sourcehost:2.187.

accounts,sourcehost:2.187.
accounts,sourcehost:2.187.
accounts,sourcehost:2.187.

\\, sourcehost:
\\, sourcehost:
\\, sourcehost:

\\,sourcehost:
\\, sourcehost:

226,
226,
226,
226,
226,
226,
226,
226,
123.
123.
123.
123:
123.
123.
123.
123.
\\,sourcehost:2.187.123.226,state:Qazvin Province,
2.187.123.226,state:Qazvin Province,
2.187.123.226,state:Qazvin Province,
2.187.123.226,state:Qazvin Province, country:
:\\,sourcehost:2.187.123.226,state:Qazvin Province,
2.187.123.226,state:Qazvin Province,
2.187.123.226,5tate:Qazvin Province,

state:Qazvin Province,
state:Qazvin Province,
state:Qazvin Province,
state:Qazvin Province,
state:Qazvin Province,
state:Qazvin Province,
state:Qazvin Province,
state:Qazvin Province,
226,state:Qazvin Province,
226,state:Qazvin Province,
226,state:Qazvin Province,
226,state:Qazvin Province,
226,state:Qazvin Province,
226,state:Qazvin Province,
226,state:Qazvin Province,
226,state:Qazvin Province,

countr
countr
countr
countr
countr
countr
countr
countr

=
o

country:
country:
country:

country:
country:
country:

\\,sourcehost:2.187.123,226,state:Qazvin Province, country:
admin,sourcehost:2.187.123.226,state:Qazvin Province, count
admin,sourcehost:2.187.123.226,state:Qazvin Province, count

* Minimize the SentinelHexelo-VM virtual machine, right-click the [_] Windows 11
desktop, and select New | Text document.

View

Sort by

Refresh

Undo Rename

MNew

Display s

Personali

ettings

e

Cpen in Terminal

Show more options

A

Folder

Shortcut

Bitmap iImage

Text Document

Compressed (zipped) Folder

® Paste the copied Failed_RDP.txt content into the new text document, and then save it
Failed-RDP.txt.

https://labondemand.com/LabProfile/Instructions/168844?instructionsSetld=267843

48/62



8/9/24, 3:23 AM 012-Sentinel: Using Microsoft Sentinel to Map Cyber Attacks [Guided]

* Save and close Failed-RDP.txt.
@ Want to learn more? Review the documentation on creating a new custom MMA-based log.

* By using the Failed-RDP.txt file and a path of C:\Programdata\failed_rdp.log, create a
custom log named [T FAILED_RDP_GEO.
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Q Expand this hint for guidance on creating a custom log. AN

* |n Search resources, services, and docs (G+/), search for and select Log Analytics
Workspaces, and then select the SentinelHexelo-LAW workspace.

® On the SentinelHexelo-LAW workspace Overview page, in Settings, select Tables.

D Logs
' Settings
i Agents

o Usage and estimated
costs

* On the SentinelHexelo-LAW | Tables** page, select Create, and then select New
custom log (MMA-based).

Create

Mew custam log (DCR-based)

Type : All Flan : All
Mew custom log (MMA-based)

Mew custorm log (MS-based)

Showing 92 results

® On the Create a custom log page, on the Sample tab, in Sample log, by using the
Select a file icon, search for and select the Failed-RDP.txt file, and then select Next.

@ sample
Upload a sample of the custorn log, The wizard will parse and display the entries in this file. Learn more

Sample log
Select a sample log * | "Failed-RDP. bxt"

® On the Record delimiter tab, review the records, and then select Next.

https://labondemand.com/LabProfile/Instructions/168844?instructionsSetld=267843 50/62



8/9/24, 3:23 AM

012-Sentinel: Using Microsoft Sentinel to Map Cyber Attacks [Guided]

/] Sample @ Record delimiter

Select a record delimiter, Select New line for files with a single entry per ling, or specify a Timestamp delimiter for

entries spanning more than one line. Learn more

Record delimiter

Select record delimiter (®) Newline () Timestamp

Preview

Records

latitucle:47.91542 longitude:- 120.60306, destinationhost:samplehost,username fakeuser, sourcehost:24.16.97.22...
latitucle:-22.90006 longitucle:-47.06455,destinationhost:samplehostusername:lnwhbag, sourcehost:20,.195.228.4...

latitucle:52,37022 longitude:4,83517 destinationhostisamplehost,username CSNYDER, sourcehost:B9.248,165.74..
latitude:40.7 1455 longitude:-74.007 14, destinationhost:samplehostusername ADMIMISTRATOR, sourcehost: 72.4..,
latitude:32.99762 longitude:-6.84 737 destinationhost:zamplehost username AZUREUSER, sourcehost: 102,50.24...

latitude:-5.32558, longitude: 100.28595,destinationhost:isamplehost username Test sourcehostd 2.1.62.34, state P...
latitude:41.05722 longitude:28.84926, destinationhost:samplehost,username: AZUREUSER, sourcehost: 176.235.1...
latitucle:55.87925 longitude:37.54691,destinationhost:samplehostusername:Test sourcehost87.251.67.98, state...
latitucle:52.37 018, longitude:4.87324, destinationhost:samplehost,username AZUREUSER, sourcehost:20.86. 16 1.1...
latitucle: 17.49163 longitude:-88.18704, destinationhost:isamplehost uzername Test sourcehostid 5.227,254.8, stat...

latitude:-55.88802 longitude:37.65136,destinationhost:samplehostusername Test sourcehost94.232.47.130 5ta...

latitude:36.28882 longitude:49.99760 destinationhost:SentinelHexelo- username:Administrator,zourcehost:2,18...

e e A G e e B R Al s e e i s e e e R A e SR L e S e N

« Previous M ext

* On the Collection paths page, in Collection paths, in Type, select Windows, and then

in Path, enter | T | C:\Programdata\failed_rdp.log.

(/] Sample @ Record delimiter @ Collection paths
Define one or more paths on the agent where it can locate the custom log. Learn more

Collection paths

Type Path
Windows 7 | | C:\fProgramdata\failed_rdp.log| | 0]
: Select type N | |

® Select Next, and then on the Details tab, in Custom log name, enter

FAILED_RDP_GEO, and then select Next.
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Details
Custorn log name * [ FaiLen_roP_GEO |

Description Description

® On the Review + Create tab, review the details, and then select Create.

D Creating a new custom Microsoft Monitoring Agent (MMA)-based log in Azure Sentinel N
involves a few steps.

First, you need to install the MMA agent on the machine from which you want to collect logs.
Then, you configure the agent to collect custom logs by creating a configuration file that specifies
the log file paths and other parameters. This configuration file is then imported into the MMA
agent. Once the agent starts collecting the custom logs, you can connect it to Azure Sentinel. In
Azure Sentinel, you create a new custom log table where the logs will be stored and analyzed.

e Run the [T |FAILED_RDP_GEO_CL query.
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* On the SentinelHexelo-LAW | Tables page, select Logs, and then close any open

windows.

€ Tags

w4 Settings

= Tahles

T T B P11

7+ Diagnose and solve problems

® On the Logs page, in New Query 1, enter FAILED_RDP_GEO_CL, and then select

Run.

i Mew Query 1+

1

o Time range : Last 24 hours

FAILED RDP_GEO_CL

£¥ Try the new

Save v |¥¥ Shar

@ Want to learn more? Review the documentation on threat hunting.

D Your screen should look like the following:
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>

18114 pue BLIELdS

& New Query 1*

B Time range : Last 24 hours

1
2

Results

TirmeGenerated [UTC] T}

F/er2024, 10518222 PM
F/E/2024, 5:05:18.222 PM
71872024, 5:05:18.222 PM
F/er2024, 5:05:18.222 PM
7/8/2024, 5:05:18.222 PM
F/E/2024, 5:05:18.222 PM
77872024, 5:05:18.222 PM
71872024, 5:05:18.222 PM
F/E/2024, 5:05:18,222 PM
F/E/2024, 5:05:18.222 PM

FAASAAA 505820 P

+

FAILED RDP_GEO CL

Chart

Cornputer

SentinelHexelo-
Sentine|Hexelo-
SentinelHexelo-
SentinelHexelo-
Sentine|Hexelo-
Sentine|Hexelo-
SentinelHexelo-
SentinelHexelo-
Sentine|Hexelo-
Sentine|Hexelo-

SentingHeweln-

5 Try the new Log Analytics < Feedback B2 Queries hub | 583 [1
Save v I Share - MNewalertrule = Export »  5* Pinto v

o

RawData Type _
latitude:36,28382 longitud :49,99760,d estinationhostiSentine.., FAILED_RDP_GED_CL it
latitude:36,28882 longitud e:49,99760, destinationho st Sentine.., FAILED_RDP_GED_CL £
latitude:36.28882 longitud e:49,99760, destinationhost:Sentine.., FAILED_RDP_GEOD_CL F
latitude:36,28882 longitud e:49,99760,destinationhost:Sentine.., FAILED_RDP_GED_CL #
latitude:36,28882 longitud :49,99760,destinationhostSentine.., FAILED_RDP_GEO_CL £
latitude:36,28882 longitud e:49,99760, destinationho st Sentine.., FAILED_RDP_GED_CL £
latitude:36.28882 longitud e:49,99760,destinationhost:Sentine.., FAILED_RDP_GED_CL F
latitude:36.28882 longitud :49,99760,destinationhost:Sentine.., FAILED_RDP_GED_CL #
latitude:36,28882 longitud :49,99760,d estinationhostSentine.., FAILED_RDP_GEO_CL £
latitude:36,28882 longitud e:49,99760, destinationho st Sentine.., FAILED_RDP_GED_CL £

latitiude 36,8882 Ianaituded9 09760 destinatinnhn st Sentine..

FAILFN ROP GFO C)

Running a query in Azure Sentinel involves using the Kusto Query Language (KQL) to retrieve,
filter, or analyze data. You start by navigating to the 'Log Analytics' workspace, where you can
input your query into the query editor. The query can be as simple as retrieving all records from a

specific table, or more complex involving joins, filters, and aggregations. Once the query is
written, you execute it by clicking '‘Run’, and the results are displayed in the results pane. These
results can be used for further analysis, creating visualizations, or triggering alerts based on
specific conditions.

* (reate a Workbook by using the following query:

[y FAILED_RDP_GEO CL

|extend username =
timestamp =
latitude
longitude =
sourcehost =

state =

destination =

= extract(@"latitude:([*,]+)", 1, RawData),

extract(@"longitude: ([*,]+)", 1, RawData),
extract(@"sourcehost:([*,]+)", 1, RawData),

extract(@"state: ([~,]+)", 1, RawData),
label = extract(@"label:([~,]+)", 1, RawData),

country = extract(@"country:([*,]+)", 1, RawData)
|where destination != "samplehost"
|where sourcehost !=

| summarize event_count=count() by timestamp, label, country, state, sourc

4 G
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extract(@"username: ([*,]+)", 1, RawData),
extract(@"timestamp: ([~,]+)", 1, RawData),

extract(@"destinationhost: ([*,]+)", 1, RawData),

>

54/62



8/9/24, 3:23 AM 012-Sentinel: Using Microsoft Sentinel to Map Cyber Attacks [Guided]

Q Expand this hint for guidance on creating a workbook.

e Onthe [_]Windows 11, return to the Microsoft Setinel | Overview page, and then in
Search resources, services, and docs (G+/), search for and select Microsoft Sentinel.

* On the Microsoft Sentinel | Overview page, review the Failed_RDP_GEO_CL hits.

- — Incidents by status
665 7 665 vo i O
Events Alerts Incidents ENew (@ [ Active) [ Closed (True Positive) (0)
Events and alerts over time
Events Alerts ALERTS
lo
00
@0 FAILED_RDP_GE...
= s 464
ke SECURITYEVEMT
am @ 161
=1
i HEART BEAT
28
20 0
0 OTHERS (3]
© 12
a u}
12 Phd 2 Phd G Phd 2 Phd Julg 2 Ahd 6 Ahd 9 A
* In Threat management, select Workbooks.
~ Threat management
unting
& Motebooks
® On the Microsoft Sentinel | Workbooks page, select Add workbook.
, Microsoft Sentinel | Workbooks
selected wiorkspace: 'sentinelhexelo-law!
|ﬁ Search | O Refresh + Add Waorkhook Guides & Fe
> General =
o : 8o &0 ‘
reat managemen
g My workbooks Ternplates U

i Incidents
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* On the New workbook page, select Edit, and then remove any queries.

Home > Microsoft Sentinel | Workbooks

New workbook =

sentinelhexelo-law

[7] Done Editng T3 Open B & 7 « O

This Azure Sentinel Report has no content,

\C- Use the add button below to add items.

Add e

e =

<>

A

? Hel

® Select + Add, and then select Add query.

This Azure Sentinel Report has no content.

\C- Use the add button below to add items.

Add

[ add text
/> Add parameters

= add links/tabs

qi Add metric

[ add group

https://labondemand.com/LabProfile/Instructions/168844?instructionsSetld=267843

* Insert the above supplied query, and then select Run query.
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o Editing query item: query - 0

€3 Settings 3% Advanced Settings =\ Style </ Advanced Editor

Data source (0 Resource type (0

Log Analytics works.. (O Time Range (O Wisualization 0 Size (O

‘ samples ‘ | Logs v | | Log Analytics

o ‘ | sentinelhexelo-law | ‘ Last 24 hours  ~/ ‘ | Set by g, v ‘ | Medium | ‘ Celumn Settings

Log Analytics workspace Logs Query
FATLED_RDP_GEQ_CL
timestamp = extract{@"timestamp:{[~,]+)", 1, RawData),
latitude = extract{@"lstitude:{[~,]+)", L1, RawData),
longitude = extract{@ longitude:{[~,]+)", 1, RawData),

state = extract(@"state:([~,]+)", 1, RawData),
label = extract(@"label:{[",]+)", 1, RawData),

country = extract{@"country:([",]+)", 1, RawData)

|extend username = extract(@"username:{[",]+)", 1, RawData},

sourcehest = extract{@"sourcehost:([",]+)", 1. RawData),

destination = extract(@"destinationhost:([",]+)", 1, RawData),

G T o T R W LG
timestarnp T label T country Ty state Ty sourcehost Ty username Ty destination Ty longitude Ty latitude Ty
2024-07-08 15:51:23 Iran - 2.187.123.226 Iran Qazvin Province 2.187.123.226 Administrator SentinelHexelo- 40.99760 3628882
2024-07-08 15:51:22 Iran - 2.187.122.226 Iran Qazvin Province 2.187.123.226 Adrministrator SentinelHexelo- 49.99760 36.28882
2024-07-08 13:51:21 Iran - 2.187.123.226 Iran Qazvin Province 2.187.123.226 Administrator SentinelHexelo- 48,98760 36.28882
2024-07-08 15:51;19 Iran - 2.187.123.226 Iran Qazvin Province 2.187.123.226 Administrator SentinelHexelo- 40.99760 3628882
2024-07-08 15:51:18 Iran - 2.187.123.226 Iran Qazdin Province 2.187.123.226 Adrministrator SentinelHexelo- 49.95760 36.28882
2024-07-08 125117 Iran - 2.187.123.226 Iran Qazvin Province 2.187.123.226 SentinelHexelo- 4899760 36.28882
2024-07-08 1551115 Iran - 2.187.123.226 Iran Qazvin Province 2.187,123.226 SentinelHexelo- 49.99760 3628882

@ Want to learn more? Review the documentation on creating a workbook.

D Creating a workbook in Azure Sentinel is a process that allows you to visualize and analyze A

your data in a customizable and shareable format.

You start by navigating to the ‘Workbooks' section in Azure Sentinel and clicking on '‘New' to
create a new workbook. In the workbook, you can add various types of visualizations such as
charts, tables, and graphs, and bind them to data using Kusto Query Language (KQL) queries. The
workbook can be saved and shared with others, providing a powerful tool for collaborative
analysis. Remember, appropriate permissions in Azure are required to create and modify

workbooks.

* Visualize the query as a map.
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Q Expand this hint for guidance on visualizing a query as a map.

* On the New workbook page, select the Visualization dropdown, and then select Map.

() Tirme Range (O

Visualization ) Size (0

Z| | Last 24 hours

Set by qu.. | | Medium = | | Colum

Set by gue
Grid
Area chart

Bar chart

Ling chart

5L, USername, pis chart

Bar chart (Categaorical)

Bar chart (Unstacked)

cehost TL . itination TJ  longitug
7,123,226 Time chart itinelHexelo- 40,9976
7,123,226 Tiles itinelHexelo- 40,9976
7,123,226 tranh itinelHexelo- 40,9976
7,123,226 Map itinelHexelo- 40,9976
7,123,226 Text itinelHexelo- 40,9976

Yy

ude, latitude

* On the Map Settings blade, review the settings, and then select Apply.
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| &

@ Want to learn more? Review the documentation on visualizing a query as a map.

D Visualizing a query as a map in Azure Sentinel involves using the Map visualization feature, »~
which is particularly useful for geographically-oriented data.

You start by running a Kusto Query Language (KQL) query that includes geographical data, such
as IP addresses. Azure Sentinel can convert these into geographical coordinates. In the results
pane, you select ‘Map' as the visualization type. The map will display markers or heatmaps based
on the geographical data from your query, providing a visual representation of the geographical
distribution of your data. This can be particularly useful for identifying patterns or trends that are
related to specific geographical locations.

Check your work
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Summary

Congratulations, you have completed the Map Cyber Attacks by Using Microsoft Sentinel Challenge

Lab.

You have accomplished the following:

Added Microsoft Sentinel to a workspace.

Created a new virtual machine.

Created a Network security group.

Enabled the Microsoft Defender plan.

Connected a workspace to a virtual machine.
Opened a VM by using Remote Desktop Connection.
Disabled Windows Defender Firewall on the virtual machine.
Replaced API keys by using Windows Powershell ISE.
PINGed a virtual machine.

Created a new custom MMA-based log named.
Created a custom log.

Created a new workbook.

Visualized a query as a map.

Your feedback is important!

As you end your Challenge Lab, please take a few minutes to complete the short survey that will appear
in the next window.

Alternatively, you may provide your feedback directly to Challenge Labs feedback.

Be sure to check out the other Challenge Labs in this series:

Create detections and perform investigations by using Microsoft Sentinel [Guided]
Importing Splunk data into Microsoft Sentinel [Guided]

Introduction to Microsoft Sentinel, Azure Monitoring agent, and syslog incident monitoring
[Guided]

Explore Microsoft Sentinel [Guided]
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